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1 Problem Statement

Archives New Zealand work to ensure effective, trusted government information for the benefit
of all New Zealanders. We preserve and protect more than seven million official records, from
19th century treaties to 21st century documents and data. Our goal is for all New Zealanders to
easily access and use this taonga, connecting you to your rights and entitlements and stories -
now and for the future.

The purpose of this document is to provide the readers with recommendations using the Microsoft
Azure platform for the automated disposal, archive or transfer of common corporate records.

The target audience of this document are the project team at the Department of Internal Affairs,
including Archives New Zealand, evaluating the suitability of the Microsoft Azure modern cloud
platform to automate the disposal process.

For files being retained, there are other added-value use cases provided by the Microsoft Azure
modern cloud platform, for example data enrichment using AI powered cognitive services, (an
example being video transcription), but these were out of scope for this Proof of Concept.

Problem statement:

Archives New Zealand receive data from New Zealand Government agencies under a General
Disposal Authority - developed for the use of public offices wishing to dispose of common
corporate public records legally (GDA6) and records of any format that have only short-term
transitory value in their immediate and minor facilitation of preparing a more complete public
record (GDA7).

Insight were engaged by Microsoft to provide a proof of concept (PoC) evaluating the suitability
of the Microsoft Azure modern cloud platform to automate the classification to support the
disposal, archive or transfer process.

The key business outcomes to be proven during this proof of concept were:

e Ensuring the correct policy for the retention and disposal of all files determined
automatically (for GDA 6 and GDA 7)

e Information that may be of interest to Maori is identified
e Security classification (PSR) that are automatically applied to the provided data is accurate
e Manual intervention and input into business processes (DA) minimised

Sample data from MPI was used for in this proof of concept, with testing provided by the project
team at Archives New Zealand / Department of Internal Affairs. Insight acknowledges the valuable
support and guidance from this team.
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2 PoC Solution & Products Used

This section provides an overview of the proposed solution architecture used for this proof of
concept evaluating the suitability of the Microsoft Azure modern cloud platform to automate the
disposal process.

Please note that the solution architecture below is not intended to be a complete solution, but
rather a demonstration (in a limited amount of time) of the capabilities of the products involved.

If a Microsoft platform is selected for a final solution, design of a more detailed architecture will
be required.

2.1 PoC Architecture
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Text analytics Integration
Text Analytics Appqcation
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Scan & classify——» ' " ———extract—— |
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Figure 1: High-level Solution Architecture for Archives New Zealand PoC Platform
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The following table summarises the solution components and associated toolsets:

Component

Collaboration Platform

Document transfer
mechanism

Data Storage

L3 Insight.

Description PoC Toolsets

SharePoint is Microsoft’s collaboration
portal that facilitates documents storage
and management, allows teams to share
knowledge, quickly find information and
empowers teamwork.

Microsoft Pu

rview Compliance Portal

provides easy access to the data and tools

you need to

compliance needs. Amongst other
functionality, the Compliance Portal allows

users to cap

Protection labels. The portal can also be

manage to your organization's Microsoft SharePoint

e Microsoft Purview
Compliance Portal

ture and manage Information ] ]
e Microsoft Office

used to configure automatic tagging of applications
documents with Information Protection

labels.

Microsoft Office applications allow users to
capture Managed Information Protection

(MIP) labels

against documents stored in

SharePoint or other locations.

A mechanism may be required to copy or

transfer doc

Azure Data Lake. For this PoC, the

uments from SharePoint to

e Manual copy

documents were copied manually as this

process was
automated).

out of scope. (This can be

An Azure storage account allows your

organisation

to store a variety of object,

including blobs, file shares, queues, tables,
and disks and provides a unique
namespace for your Azure Storage data
that's accessible from anywhere in the

world.

e Azure Storage Account (to
provide the datalake)

A storage account can be configured to act
as a Data Lake, allowing you to store many

documents,

with built in redundancy.

Storage accounts act as a source for other

components
Analytics.

, such as Purview and Text
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Component Description PoC Toolsets

Microsoft Purview Data Governance Portal
provides a unified data governance service
that helps you manage your on-premises,
multi-cloud, and software-as-a-service
(SaaS) data. The Microsoft Purview
governance portal allows you to:

e Create a holistic, up-to-date map of
your data landscape with
automated data discovery, sensitive
data classification, and end-to-end
data lineage.

e Enable data curators to manage
and secure your data estate.

e Empower data consumers to find
valuable, trustworthy data

Data Governance Microsoft Purview

Document Classification Azure Text Analytics is a collection of
features from Cognitive Service for e Azure Text Analytics
Language that extract, classify, and
understand text within documents.

Integration Application In the above solution, Text Analytics has
been used to classify documents. These
documents would already have been
scanned by Purview and a mechanism
would update Purview with the additional
classifications.

e Manual capture

Extraction Application Purview provides a fully functional portal to
browse and search for documents, but a
mechanism to extract the document lists
and classifications may be required.

API extraction

Table 1: PoC Solution Components

Further information:

e Azure data services (data lake and data ingestion),

https://azure.microsoft.com/en-us/solutions/data-lake/

e Microsoft Purview data catalog (data classification),

https://azure.microsoft.com/en-us/services/purview/#overview

e Microsoft Azure Text Analytics service,

https://azure.microsoft.com/en-us/services/cognitive-services/text-analytics/#overview

e Microsoft Purview Trainable Classifiers for Managed Information Protection (MIP)

https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about?view=0365-worldwide
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https://azure.microsoft.com/en-us/solutions/data-lake/
https://azure.microsoft.com/en-us/services/purview/#overview
https://azure.microsoft.com/en-us/services/cognitive-services/text-analytics/#overview
https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about?view=o365-worldwide

3 Application of the products used

3.1 SharePoint & Information Protection Labels

The Microsoft Purview Compliance portal can be used to capture and add Managed Information
Protection (MIP) labels. These labels can then be applied to documents in one of two ways:

e Automatically through several data classification mechanisms, such as Trainable
Classifiers.

e Manually by capturing the labels against Office documents

The scope and timing of this PoC did not allow for extensive demonstration of the above
automated capabilities, but this offering is a core part of Microsoft’s governance offering.

It should be noted that no sensitive documents were used for this PoC and that MIP labels were
applied for demonstration purposes only.

i Microsoft Purview

S, Permissions Information protection #é Remove from navigation
¢ Trials
Overview labels  Label policies  Auto-labeling
Solutions.
(D You can now <reate semsitivity Iabels with privacy and access control settings for Teams, SharePoint stes, and Microsoft 365 Groups. To do this, you must irstcomplete these steps to enable the festure.
Catalo Sensitivity labels are used to classify email messages. documents. sites. and more. When a label is applied (sutomatically or by the user). the content or site is protected based on the settings you choose. For example. you can create labels that encrypt
]
files, add content marking, and control user access to specific sites. Learn more about sensitivity labels
B Audit
4 Create alabel 3 Publish label () Refresh 1 items
P Coment search
= Name Order Scope Crested by Last modified
23 Communication compliance
K 2
B Data oss prevention =
] File,
i eDiscovery ~ ]
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Figure 2: Information Protection labels in Purview Compliance portal
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Figure 3: SharePoint documents

Figure 4: Manually capture Information Protection labels

3.2 Transferring data to the Data Lake

A mechanism can be applied to copy or transfer documents from SharePoint to Azure Data Lake.
For this PoC, the documents were copied manually as this process was out of scope

3.3 Scanning Documents with Purview

Once document have been copied to the Data Lake, Microsoft Purview can be used to scan the

documents. Microsoft Purview

can be configured to pick up Information Protection labels that

have been applied to documents and to apply classification rules (such as iwi and hapd names)
that been configured in Purview.
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Figure 5: Purview assets filtered by Information Protection labels

Microsoft Purview | Governance Portal » Archives PoC P search catalog

Browse assets

By collection By source type

e o P&,

1]

oo o o o o o

- Gassnestion

aoo0ooo
N N-N-N-N-]

14

Figure 6: Purview assets filtered by classifications for a specific iwi

3.4 Classifying documents with Text Analytics

Text Analytics can be used to create and train a model so that it can predict document attributes
such as Disposal Authority, Class and Action. The larger and more diverse the set of documents
used to train the model, the more accurate the predication. The 1,000 documents used in this
PoC provided a high degree of accuracy.

.. & ) 3 Jjpvanheerden@tsjbw.onmicrosoft.com
Cognitive Services | Language Studio 0 e @ f archives-aue-lang3-dev (australiseast, 5)
&« Language Studio > Custom Text Classification > Archive_Class3 - Model performance > Archive_Class_Madel3
@ Language Studio Archive_Class_Model3

= Projects @ Classes that are neither labeled nor predicted in the test set will not be part of the displayed results, Learn more about data splitting.

. Overview  Test set confusion matrix
Archive_Class3

<& Data labelin .
N Status: @ Trained successfully

B Training jobs
Finished training on: 6/16/2022, 3:24:53 PM Precision Recall F1 score

Model performance Total training time: 3 hour(s), 42 minute(s), 0 second(s) h h h
4 Improve model
N 87.4% 87.4% 87.4%

" Deploying a model
L Testing deployments

Class performance metrics

: Project settings
! 9 Class name Precision % Recall % Fi score

131 88.64

Figure 7: Text Analytics model

3.5 Enriching Purview Assets

A mechanism is required to enrich the list of documents catalogued by Purview. During this PoC,
the documents were manually updated. Azure Text Analytics provides an API interface where a
document can be submitted and an attribute returned. An application can be developed to do this
and to update Purview, potentially using the Business Glossary.
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Figure 8: API call to Text Analytics
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Figure 9: Updating Purview manually

3.6 Extracting data from Purview using APIs

While Purview provides a fully functional portal to browse and search for documents, a mechanism
to extract the document lists and classifications may be required. Developing this mechanism is
out of scope for this PoC, but Purview does provide a set of APIs that can be used to extract a list
of documents with their labels, glossary terms and classifications.
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Figure 10: API to extract Purview assets

© 2022 Insight Enterprises (NZ) Ltd. All Rights Reserved. Page 12 of 15



4 Model Used and Results

Sample documents were used to train the text analytics model. There was a big difference in the
accuracy of the model between the 100 documents used for the initial testing and the full set of
1,400 sample documents provided.

Training for classification fields using Purview — example Disposal Authority

Number of Files Used Time to train Model accuracy

model
100 1 hour 35-40%
1400 3 hours 75-85%

It is expected that the accuracy would increase with a larger set of documents to train the model.

The classifiers used to match a field against field in a reference list, for example the name of an
iwi, took about 5 minute each to train.

4.1 Data deleted

The sample data provided for the PoC has been deleted:

Deleted 2 items from Data Exchange

Folder
Done
MPI data for Data Lakes
(1= - .
—  projectzip
Done
CneDrive_2022-06-08.zip
(1w T

Done
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9 Road Map

Given the success of the proof of concept, we are recommending the following options are the
next step. We recommend option 1, being a production pilot.

Option 1: Production Pilot with MVP use case(s)

We recommend a production pilot as the next step using one government agency partner and
defined use cases for GDA 6 and GDA 7.

Once that is proven, you will be ready to move to a full production rollout - adding additional use
cases, or additional agencies.

Stages:
a) Discovery:

e For the MVP use case(s), to validate the business process for each agency involved, roles
and responsibilities

e architecture validation

e design of integration to external systems

e design of disposal method

b) Foundations

e Establish the technology foundation for dev, test and prod
c) MVP use case(s)

e Configure, test and deploy MVP use case(s)

Investment: will vary depending on the use case(s) selected.

Option 2: Proof of concept for additional use case(s)

This PoC evaluated primarily the use cases for GDA 6 and GDA 7, and lightly for other
classifications. You have the option to invest in additional uses cases (for example MPI ontology)
before moving to a production pilot.

It would require uses cases more fully documented to estimate the investment for each use case.
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6 Indicative Cloud Pricing

The pricing below relates to the estimated volumes and functionality provided by the PoC. The
pricing only covers Azure costs as we have established that the agencies involved are likely to
have Microsoft 365 E5 licenses, which cover SharePoint and other Microsoft 365 information
protection functionality.

Service type  Custom name Region Description Estimated
monthly
cost

Storage Storage, hot tier, 10TB Australia Block Blob Storage, General Purpose V2, LRS $315.24

Accounts East Redundancy, Hot Access Tier, 10 TB Capacity - Pay as

you go, 10 x 10,000 Write operations, 10 x 10,000 List

and Create Container Operations, 10 x 10,000 Read

operations, 100,000 Archive High Priority Read, 1 x

10,000 Other operations. 1,000 GB Data Retrieval, 1,000

GB Archive High Priority Retrieval, 1,000 GB Data Write
Microsoft Daily scan < Th/day ADLS;  Australia Elastic Data Map: 1 Capacity Unit hour, 720 hours, $483.82
Purview 1CY; East Automated Scanning and Classification: 1 Total scan

duration in hour x 32 Total vCores across scans (For

other data sources), Other features: 0 Resources Set

hours, Microsoft Purview Data Catalog: C1 Service

Azure Custom TA - Classification  Australia Cognitive Services for Language, Pay as you go, $169.91
Cognitive API; 10k rec/day; <10h East Standard, Cognitive Services for Language: 30 x 1,000
Services training/month; 2 text records, Text Analytics for health: 0 x 1,000 text

endpoints records, Custom question answering and prebuilt

question answering: 0 x 1,000 text records, Custom
named entity recognition (preview) and Custom text
classification (preview): 10 x 1,000 text records, 10
training hours, 2 endpoint hosting models

Support Support $0.00

Licensing Program Microsoft
Customer
Agreement
(MCA)

Billing Account

Billing Profile

Total $968.97

Table 2: Costs

Detailed costs estimates are difficult to provide, given that they will be dependent on volumes.

It is proposed that cost estimates are calculated as part of the next production pilot project.
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